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Awareness Through Information Sharing

Incidents/Articles of Note:

e NHS urges orgs to apply security update for Okta Client RCE bug

e US cybersecurity agency concludes massive exercise

o Statement By President Biden On Our Nation’s Cybersecurity

* These four types of ransomware make up nearly three-quarters of reported
incidents

¢ Phishing Attempts Against Smartphones Are On The Rise. And Those Small
Screens Aren’t Helping

e How To Keep Your Medical Device IP Safe From Cyber Attacks

* Deepfake video of Zelenskyy could be 'tip of the iceberg' in info war, experts
warn

¢ FBI's New ‘Crypto Unit’ Arrives Amid Growing Cyber Crimes

e 76,000 online scams taken down after tip-offs to suspicious email reporting
service
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- Tools and Resources -

Article | Springboard

12 Must-Watch
Cybersecurity TED Talks

To make it easy for you, we watched
and sifted through dozens of
cybersecurity TED Talks, picked the 12
most intriguing, and assembled them in
one convenient place.

All you need to do is press play on the
video, get comfortable, and absorb the
information that's being communicated.

CISA

CYBER=1NFRESTRUCTUEE

Resource | Cyber Security

CISA Cybersecurity
Resources

To decrease cybersecurity risks and
protect yourself online, CISA offers the
following resources to share in your
communities and with your
stakeholders. These tools are not only
valuable during Cybersecurity
Awareness Month but throughout the
year

This is an open-source product. Redistribution is encouraged.

View Virginia Fusion Observe Suspicious
Center Homepage @ Activity?

Click Here Report Online
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Not a VFC Shield Member?

Virginia Shield Coalition

"Awareness Through Information Sharing"

Useful Links
webversion VFC Fusion Site
VFC Shield Report SAR Shield Homepage
Awareness Through Information Email Coordinator All Products

Sharing"

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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